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1. Introduction

This AVG 7.5 Anti-Virus Free Edition user manual offers a general overview of
the tasks and detection technologies provided by AVG Free. We will briefly talk
about the program installation, initial startup, configuration and use.

AVG Anti-Virus Free Edition is provided free-of-charge, and its functionality
is limited. All functions provided within the AVG Free correspond to the
AVG 7.5 Anti-Virus Basic Interface level.

While using AVG Free you might discover you would like to have access to
further and extended functionality of AVG as provided within the AVG 7.5
products. Then, please visit the Grisoft website at www.grisoft.com for
information on AVG 7.5 purchase options.

1.1. AVG Free Detection Technologies

The Anti-Virus component of AVG Free uses the following technologies to detect
computer viruses:

o Scanning - searching for character strings that are characteristic of a given
virus
o Heuristic analysis - dynamic emulation of the scanned object’s instructions

in a virtual computer environment

o Generic detection - detection of instructions characteristic of the given
virus/group of viruses

Where just a single technology might fall short of detecting or identifying a virus,
AVG Free combines several technologies to ensure that your computer is protected.

AVG Free is also able to analyze and detect executable applications or DLL libraries
that could be potentially unwanted within the system. We call such threats
Potentially Unwanted Programs (PUP). Such a program could, for example, be
some kind of spyware, adware etc. Upon the user's request, AVG is able to remove
such programs or block access to them.

Furthermore, AVG Free scans your system registry for suspicious entries,
temporary Internet files and tracking cookies, and allows you to treat all potentially
harmful items in the same way as any other infection.

1.2. AVG Free Levels of Protection

There are many ways a virus can enter your computer. For example, a virus
contained in an incoming e-mail message is, upon receipt of the message, activated
and stored on your hard disk, from where it can subsequently spread. An antivirus
application which concentrates only on a single level of detection might fail in
isolating the virus. AVG Free allows you to perform antivirus checks on multiple
levels — such as when you receive your electronic mail, as well as when you are
working with files on your computer. You can also perform a check on demand. The
following list outlines each level:
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E-mail Scanner

Checks incoming and outgoing mail by using plug-ins designed for the most
frequently used e-mail programs. The E-mail Scanner is an additional
program for electronic mail monitoring; it can run in fully automatic mode or
you can configure it according to your specific needs (configuration is limited
in the free version). The E-mail Scanner is designed for applications
supporting the POP3/SMTP protocols. When detected, viruses are moved to
the Virus Vault (where they are quarantined).

Resident Shield

The Resident Shield scans files as they are copied, opened or saved. When
the Resident Shield discovers a virus in a file that is accessed, it stops the
operation currently being performed and does not allow the virus to activate
itself. The Resident Shield, loaded in the memory of your computer during
system startup, also provides vital protection for the system areas of your
computer.

Tests
Scanning is a crucial part of AVG functionality. You can run on-demand tests

or schedule the daily test to run at a convenient time. The full version of AVG
7.5 Anti-Virus also allows further options for scanning an scheduling.

It is vital to keep your AVG Free installation up-to-date!

1.3. Operating Systems Supported

AVG Anti-Virus Free Edition is intended to protect personal computers with the
following operating systems:

Windows 98 SE

Windows ME

Windows NT Workstation SP6a

Windows 2000 Professional SP4 + Security Rollup Pack
Windows XP Professional SP2

Windows XP Home SP2

Windows Vista

Note: AVG Free is not intended for use on networked computers!

1.4. Minimum hardware requirements

Minimum hardware requirements for AVG Anti-Virus Free Edition are as follows:

GRISOFT

Intel 486 133 MHz
30 MB of free hard drive space (for installation purposes)
32 MB of RAM memory
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2. The Installation Process

To download the installation file of AVG Anti-Virus Free Edition visit the AVG
Free website at http://free.grisoft.com/ and follow the main menu download link.

The installation process will lead you through the following steps:

Select the application language - all AVG 7.5 commercial products are
installed in the language you select and in English as a default language.
However, AVG Free is only available in English. Therefore, no matter what
language you select in this dialog, later in the setup process you will be
informed about this fact and AVG Free will be installed in English

License Agreement - read and confirm you understand and accept the
license agreement. Otherwise the installation process will be canceled.

Select Installation Type - two types of installation are available:

o Standard Installation - recommended; will automatically install AVG
with the predefined configuration of all its components.

o Custom Installation - allows you to change the default program
configuration preset by program vendor. Can be only recommended to
experienced users.

Personalize AVG - enter your name/company name, and your AVG Free
license number.

Installation Summary - offers an overview of all installation parameters.

Application Termination S- some of the programs that are currently running
on your PC may conflict with the AVG installation process and have to be
terminated.

Note: Should the installation fail for some reason, you will see the Details button in
the dialog window. Click the button to display further diagnostic information. This
data together with the installation log file AVG7INST.LOG (stored in the system’s
TEMP directory) will help you solve possible installation problems.

After installation, AVG Free configuration is set up so that it provides
optimal anti-virus protection. We strongly recommend that you keep to the
default configuration unless you have an actual reason to change it!

There are significant differences and limitations in comparison with
commercial (full) licenses of AVG 7.5 Anti-Virus, and other AVG 7.5
products. Please refer to the Grisoft website at www.grisoft.com for more
information on AVG 7.5 products purchase options!

GRISOFT
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3. AVG Free First Run

3.1. First Run Wizard

When you first install AVG Free on your computer, the AVG First Run Wizard
pops up to help you with the after installation settings. Though you can set all of the
suggested parameters later on, it is recommended to take the wizard’s tour to
secure your computer’s anti-virus protection in a simple way.

The wizard will offer you to:

Perform an immediate update (more in 8. Program Updates)

Create a rescue disk - to scan and clean files on your computer and restore
system areas in MS-DOS mode (from Windows XP onwards the rescue disk
feature is not supported any more)

Specify the parameters of a daily scanning
Perform a virus scan (more in 7. Tests)

And register your copy of AVG Free

Follow the steps described in each of the wizard’s windows:

3.2. AVG Free Start

Next time you want to open the program you can do so:

GRISOFT

By double clicking on the AVG Free icon created on your desktop
From the Start menu:

Start/All programs/AVG Free Edition /AVG Control Center

From the context menu of the AVG Free icon on the system tray
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4. AVG Test Center

The AVG Test Center provides access to most AVG Free virus protection features:
updating, scanning, task scheduling, and program configuration. The AVG Test
Center opens with the following environment:

,] AVG Free Edition - Test Center E]@]1~

Program Tests Results Service Information

L ' Secu rity status :
AVG &

bt You are fully protected. vour system s up to date and all inzstalled
Aﬂh'vlﬂls components are working properly.

Free Edition

——1 | Scan Computer

5! i Contral Center
i | - Scans all hard drives on vour computer. [F a viruz iz found,

fih “Arus Sault _ AYE will rermove it or provide vou with step-by-step
C =3 instructions for its remaoyval.

@ Schedier | ~— | Scan Selected Areas
: @ Scans folders, floppy disks, CD=, optical disks. hard drives,
Test Results ! ) or ather targets which vou can zelect befare start scanning.
'i ®

Meed additional protection’? Click
below to learn about AV E plus

Firewall ;
AWE plus Firewall page __’_f_-:‘k: Che(:k for U pdates
l ¢7 Opens the &4%G Free Edition Update dialog.

W3 Help Topics

For Help press F1 7.5.425 [266.12,153/463 [4.10.2006 15:45

in the AVG Test Center top section you can see the Security status bar with the
AVG Free status information. There are three possible signs:

o Your computer is fully protected, up to date and all installed components
are working properly

o ﬂ One or more components are incorrectly configured and you should pay
attention to their properties/settings. The problem components will be listed in
the status error message.

o _’(j Indicates, that you have decided to ignore the reported faulty status of
one of the components.

Note: To quickly open the AVG Control Center, simply double click the Security
status section.

4.1. Left Menu - Quick Links

By default, in the AVG Test Center quick links menu you will find the following
items:
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° Control Center - launches the Control Center

(more in chapter 5.AVG Control Center)

° Virus Vault - launches the Virus Vault

(more in chapter 6.AVG Virus Vault)

o Help Topics - launches a new window with structured topic related help

o Scheduler - opens an overview of AVG Free scheduled tasks. Within the AVG
Anti-Virus Free Edition you are not allowed to create your own schedules.

Note: All tasks in the AVG Free Scheduled Tasks dialog are defined as Basic
mode tasks, i.e. the task scheduling options correspond to the options
provided within the AVG 7.5 Anti-Virus Basic Interface, and are rather limited.
For advanced test scheduling options you may want to check the AVG Anti-
Virus possibilities — refer to the Grisoft website at www.grisoft.com for more
information.

o Test Results - provides an overview of results of recently run tests. You can
review the specific test results details, configure test settings, and delete
selected test results from the list.

4.2. System Menu

The AVG Test Center also provides top navigation from the system menu. Most
options that can be run from the top menu are covered by the above described
quick links but there are some more:

° Program
o ../Export List to File — allows you to export the displayed list into a file
o ../Print — allows you to print out the displayed list
o ../EXit — closes the Test Center
. Tests
o ../Scan System Areas — launches the test scanning computer system
areas
o .../Scan Computer - Complete Test — launches the complete test of your
computer
o .../Scan Selected Areas — launches the test of selected areas of your
computer
o .../System Areas Test Settings — opens the System Areas Test
configuration dialog
o .../Complete Test Settings — opens the Complete Test configuration
dialog
o .../Selected Areas Test Settings — opens the Selected Areas Test

configuration dialog

All tests are described in details in chapter 7.Tests.

www.grisoft.com
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Service

o .../Program Settings - allows you to configure specific program
parameters
o .../Check for Updates — allows you to check for new update files, and if

found, to perform the update immediately

o .../Schedule Daily Update — allows you to specify at what time the update
should be run

o .../Event History Log - Within this section you can find a summary of
important events that occurred during AVG-Anti Virus operation. The
Event History Log records for example successful/unsuccessful
application updates, test start, end or stop (including automatically
performed tests) and virus detection.

Again, the AVG Free Service options are rather limited. If you want to
be able to configure the AVG Anti-Virus according to your specific
needs, you should check the AVG 7.5 Anti-Virus possibilities — refer to
the Grisoft website at www.grisoft.com for more information.

Information

o .../About AVG Free — offers an overview of general AVG Free information

o ../Buy AVG Anti-Virus — leads you to the Grisoft online shop where you
can purchase AVG Anti-Virus

o .../Contacts — provides AVG Free distributor’s contact information

o .../Online Services — takes you to the AVG Free website where you can

use various AVG Free related online services (registration,
documentation download, AVG forum, etc.)

o .../FAQ Online - takes to the FAQ list related to AVG Free

o .../Help — Help Topics — launches a window with the topic related help
information

o .../Register Online — takes you to the online AVG Free registration

www.grisoft.com
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5. AVG Control Center

The AVG Control Center is the AVG Free main control component. The AVG
Control Center is launched each time a user logs on. You can use it to specify
various AVG Free parameters and to monitor the status of each component.

In the top section of the AVG Control Center you will find the Security status bar
providing info on AVG Free status. There are three possible signs:

o Your computer is fully protected, up to date and all installed components
are working properly

o ﬂ One or more components are incorrectly configured and you should pay
attention to their properties/settings. The problem components will be listed in
the status error message.

o L‘ Indicates, that you have decided to ignore the reported faulty status of
one of the components.

Also, you can find the information on AVG Free status from the system tray icon.
The full color (yellow, black, red, and green) of the AVG Control Center system
tray icon on your Windows Taskbar indicates that all AVG components are active
and fully functional. Gray icon coloring indicates a problem (inactive component,
error status, old virus database, etc.). Double-click the system tray icon to open the
main AVG Control Center screen to edit a component.

5.1. AVG Control Center - Environment

‘ AVG Free Edition - Control Center

Program Wiew Service  Information

il Security status =
AVG %

Al “iou are fully protected, Y'our suztem iz up to date and all inztalled
Anh-"u’tms components are working properly.

Free Edition
Carmpanent ] Skatus ] Description
[“_] Test Center e ; - > e
— Ldianti-virus Internal ¥irus Database is up-to-date.  Information about st
= : & scheduler Mexk scheduled task: 7,10.,2006 8:0...  Automatic (schedule
& Help Topics E:il Resident Shield Resident Shield is loaded and Fully fu...  Provides on-access s
tj.l Wirus Yault The Yirus Wault is empty. Wirus quarantine, saf
< Chack for Updates [l Update Manager Mo update has been performed, yet...  Automatic AYS Fres
Ne;ad it ot ik E_H Shell .Extensiu:un Az Free Editiu:u.n is ackive ir! Sinda, .ﬁ.ntivirgs sce.lnning in
el 1o Jaath ahont ARG plss & E-mail Scanner E-mail Scanner is Fully Functional. Scans incoming and ¢
Firewall. ; Fa i : B
AWE plug Firewall page -

9 _f'.'lﬂ Anti-Virus
L Intemal Winug D atabaze verzion iz 268.12.13/463 and was releazed on

Y 410.2006 [2 dayz aga). Mo test haz been performed with this ...

Update Froperties

For Help press F1 ' | [7.5.425 |268.12.13/463 4.10,2006 1545

The AVG Control Center quick links (left menu) offer shortcuts leading to the AVG
Free main components and functionalities, as well as the menu items in the AVG
Test Center described in chapter 4.1 Left menu - Quick Links.
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5.2. AVG Control Center - Components

In the main box of the AVG Control Center you can see a list of components
controlled from the AVG Control Center. To administer the selected component,
just click the respective list item, and use the operating buttons in the bottom
section of the AVG Control Center window.

Whenever a component’s state is in error (e.g. the virus database has not been
updated recently, and expired), the component’s panel within the AVG Control
Center gets highlighted in red color to notify you, and the program system tray
icon turns grey. It is recommended that you pay attention to this kind of notice, and
keep the state of all components optimal in order to ensure the proper functioning
of your AVG Anti-Virus Free Edition. To repair the component’s status, use the AVG
Control Center application.

The AVG Control Center allows management of these AVG Free
components:

o Anti-Virus - contains information about all currently known viruses.

Important: Updates are issued several times a week according to the current
state of virus attack. If the virus database is older than 7 days, it is
considered to be outdated. To signal this, the component changes its internal
state to error and turns red. Please remember that reliable anti-virus
protection can be achieved only if you update your anti-virus system regularly
and frequently.

o Scheduler - controls planned task initiation.

o Resident Shield - performs on-access scanning of files and documents.

o Virus Vault - works as a store of suspect/infected objects, and provides
options for their further treatment.

o Update Manager - controls AVG Free updates performance.

o Shell Extension - activates AVG Free functionality in the Windows Explorer
application so that you can scan locations and objects within the Windows
Explorer file browser by clicking the right mouse button and selecting the
Scan with AVG Anti-Virus Free Edition option.

o E-mail Scanner - scans incoming and outgoing e-mail messages.

o License - provides information on the currently used license.

We would like to remind you of the AVG Free limitations: some AVG Free
components configuration and functionality is restricted. You can reach the
AVG 7.5 Anti-Virus options in full extent by purchasing the commercial
version of AVG 7.5 Anti-Virus — please refer to the Grisoft website at
www.grisoft.com for more information.

www.grisoft.com
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6. AVG Virus Vault

The AVG Virus Vault application is a safe environment for management of suspect
or infected objects detected during AVG Free scanning.

Once an infected object is detected during scanning, and AVG Free is not able to
heal it automatically, you are asked to decide what to do with the suspect object.
The recommended solution is to move the object to the AVG Virus Vault for
further treatment.

Viruses can be detected by any of various AVG Free components, such as
Resident Shield and E-mail Scanner. Viruses can also be found when running a
test from the AVG Test Interface or even when using Windows Explorer.

6.1. What should 1 do when a virus is detected?

Whenever AVG Free detects a virus, we recommend that you try to heal the
infected object as the first option. When AVG Free is unable to heal the virus (this
may occur for any of many reasons, including the distortion of the original file by
the virus) use the next alternative — move it to the Virus Vault. The last option is
to delete the infected object (which is often the virus itself).

6.2. Why can’t every virus be healed?

In order for a file to be healed, it must be returned to exactly its original form!
Because of this, not all files can be healed. The reason for this is that some viruses
do not infect the original file but rewrite it, or they create copies of themselves. As
such, it would not be possible to re-acquire the original form of the file (it would not
be complete or would not exist at all once the virus is removed) or to ensure that
the functionality of such a "healed" object was as intended in the original (e.g. in an
executable program). In these cases, the only possibility to ensure that your data is
protected is to remove the infected files from the (hard) disk and, when possible,
restore the original file from your back-up.

6.3. What should I do with an unknown virus?

When AVG Free has designated a file as being suspicious or as being infected by an
unknown virus, you can e-mail the file to Grisoft (virus@grisoft.com). You can do so
directly from the Virus Vault. Use this e-mail address to send files that you suspect
of containing a virus, even when AVG Free has not detected any viruses. For
additional help concerning viruses, please consult the FAQ section on the Grisoft
Website at www.grisoft.com.

6.4. AVG Virus Vault Environment

Every detected infected object should be moved to the Virus Vault. Within the
Virus Vault you can explore the object, delete it, or heal and restore the object if
the cure has been implemented already. Also, you can send the object to the AVG
Free vendor for in-depth analysis. The Virus Vault offers a review of objects that
have been detected as suspicious or infected, and provides this information about
them: object status (infected / cured), object type (object / back-up), virus name,
object’s original location, date and time of the object’s detection, file name, and file
size.

www.grisoft.com
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7. Tests

One of the AVG Free main features is on-demand scanning. On-demand tests are
designed to scan various parts of your computer whenever suspicion of virus
infection arises. The recommended interval for complete system scanning is at least
once a day.

All the on-demand-scanning tests are run from the AVG Test Center environment.
Tests can be also planned and run according to the preset schedule. You can change
the test configuration according to your needs if you have an actual reason to do so.
However, for less experienced computer users it is strongly recommended to keep
the default test configuration.

Different test types are available with vendor preset parameters, by
default:

7.1. System Areas Test

The System Areas Test will scan all system areas of your computer, and will
detect and possibly heal or remove any virus found.

7.2. Complete Test

The Complete Test will scan all hard drives of your computer, and will detect and
possibly heal or remove any virus found.

7.3. Selected Areas Test

The Selected Areas Test will scan all selected areas of your computer: you can
specify the folders and files in your computer’s navigation tree. The Selected Areas
Test target will detect and possibly heal or remove any virus found.

7.4. E-mail Scanner

E-mail Scanner (EMS) checks all incoming/outgoing email messages. This
component is controlled from AVG Control Center. EMS works as a filter between
the e-mail programs you use (e.g. MS Outlook Express, Incredimail, The BAT!, etc.)
and your Internet/e-mail communication provider.

By default, right after installation EMS runs in fully automatic mode, e.g. it does not
require any further configuration. However, if the communication is encrypted using
SSL, it is not possible to run the EMS in automatic mode; you need to manually
define EMS parameters. For details on the AVG EMS manual configuration please
refer to the FAQ section of the Grisoft website at www.grisoft.com.

Warning: If you work with Webmail (such as hotmail.com, msn.com, yahoo.com,
etc.), you are using your Internet browser (for example, MS Internet Explorer) only
to access your e-mail box, and your attachments are not downloaded to your
computer until you access them. The main risk that you face in this case comes
from e-mail message attachments. Because of this, your e-mail is not scanned by
the available plug-ins, and scanning of the potentially dangerous attachments takes
place as you access them. We recommend using AVG Free to check any executable
file or MS Office documents that you receive through electronic mail.

www.grisoft.com
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8. Program Updates

Any anti-virus system can guarantee reliable protection only if it is updated
regularly. AVG Free provides a reliable and fast update service with quick response
times. Modern viruses spread very quickly and infect huge numbers of workstations
in almost no time.

8.1. Update Levels

AVG Free offers three update levels to select from:

o Priority update
The priority update contains changes necessary for a reliable anti-virus
protection. Typically, it does not include any changes to the code and updates
only the virus definition database. This update should be applied as soon as
it is available.

o Recommended update
The recommended update contains various program changes, fixes and
improvements.

o Optional update

The optional update reflects changes that are not necessary for program
functionality — texts, updates of the setup component, etc. Optional updates
can be downloaded and applied together with recommended updates but their
importance is rather low.

Within the AVG Free you are not allowed to create your own update schedules. The
update is run daily, and you can only decide at what time it should be started.

8.2. Update Types

You can distinguish between two types of update:

o On demand update
An on demand update is an immediate AVG Free update that can be
performed any time the need arises.

o Scheduled update

Within the AVG Free a preset update schedule is configured by default. The
planned update is performed once a day.

www.grisoft.com
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9. Firewall Settings

In case you have installed AVG Free on your computer, and you are running a
firewall at the same time, you might be experiencing problems while
sending/receiving email messages and/or AVG Free updates. Therefore we would
like to provide you with the settings instructions and recommendations for the
following firewalls:

° Windows XP built-in firewall

° Kerio Personal Firewall

° Zone Alarm Pro firewall

9.1. Windows XP built-in firewall

Typically, the Windows XP built-in firewall default settings correspond very well with
the AVG Free configuration. Most probably no problems will occur at all. However,
should you run up against problems, please follow these steps:
a) Windows XP Firewall Settings

Open the Windows Firewall settings dialog window:

Start / Settings / Control Panels /7 Window Firewall

On the General tab make sure the Do not allow exceptions option is not
selected.

%= Windows Firewall x|

General | Exceptions I Advanced I

Windows Firewall is helping to protect your PC

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a network:.

9 s

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[~ Dont allow exceptions
Select this when you connect to public networks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@(‘u}(rmmmﬂad]

Awvoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | know about Windows Firewall?

OK I Cancel

b) Define Exceptions

Switch to the Exceptions tab with the list of applications that are blocked to
access to the Internet. You need to allow access to Internet for all AVG Anti-
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Virus applications. To do so, mark each check box related to an AVG

application in the list of programs and services (see the following screenshot).

For AVG Free the applications to be selected from the list and marked as

allowed are:

o AVG Free Control Center (file avgcc.exe)

o AVG Free for Windows (file avgw.exe)

o avginet.exe

e} avgemec.exe

If these applications are not listed in the list of exceptions, you need to add

them manually. This can be done using the Add Program button:

%= windows Firewall

General Exceptions |Ad\ranced|

Windows Firewall is blocking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Name o

AVG Free Control Certter

WG Free Edition for Windows
avgemc exs
avginet.exe
[ File and Printer Sharing
Remote Assistance
[ Remote Desktop
[ UPRP Framework
WNC Viewer for Win32

Add Program... Add Port... Edit... Delete

[V Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

OK I Cancel

Add a New Program

A new dialog window opens providing a list of programs that can be add to the

previously seen Windows Firewall list of exceptions. Select the AVG

applications from the list, and confirm adding it to the Windows Firewall list of

exceptions by pressing the OK button (see the following screenshot).

Copyright (c) 1992-2006 GRISOFT, s.r.o0. All rights reserved.
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To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

Programs:
F ]

£

ﬁA\c"G Free Virus Vault

EA\-"G Wirovy trezor

W FrecCell

:’ Hearts

ﬁ Irtemet Backgammoan

@ Intemet Explorer

P Irtemet Hearts

@ Intemet Checkers

a Intemet Reversi j

Path: IF:\F‘roglElm Files"Grisoft\AVG Freeavgcc.exe Browse... |

Change scope... | QK I Cancel I

In case you are not able to see any AVG application in the program list, you
have to add them manually. Click the Browse button, and find the above
listed files (avgw.exe, avgcc.exe, avginet.exe, and avgemc.exe) in the AVG
Free program folder (by default C:\Program Files\Grisoft\AVG Free):

Look in: IDAV'GFree j € N

avg.exe
avgamsvr.exe
o avocc.exe

& avoemc.exe
: avginet.exe
avgscan.exe
avgupdin.exe
aVgupsvC.exe

File name: I j |Qp_en|
Files of type: |Applications (* e com;”jicd) =l ﬂl

g

Confirm adding the selected files by pressing the OK button in the Add a
Program dialog window.

9.2. Kerio Personal Firewall

With the Kerio Personal Firewall you will probably need to configure the settings so
that it is allowed for the AVG Free (and its applications) to connect to the Internet
(send/receive data), and to launch other applications (to update). To configure the
Kerio Personal Firewall settings, follow these steps:

a)
b)

GRISOFT

Run Kerio Personal Firewall
Network Security

In the Network Security item (left menu), Application tab (top menu) you
are able to overview a list of programs with the information on whether these

www.grisoft.com
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are allowed to connect to the Internet. In the list, verify that all AVG
applications are labeled as permit.

If not, you need to change the AVG applications’ status. To do so, right click
on every item and select the Permit option from the context menu.

o x|
~ KERIO -
¥ [Eratss Matvaodk, sacusity moduls
_ Trutted Intgcrat
[hescaplion n Dk = Dt Log Al
] LSA Shed [Ewport Viesnon] o pemmt W peeamed P ok Y bk
B wWedea NT Logendgp. 7 ask W pemd P 7 atk
:l Ussrrd Lagen Agphcabon T oask w it ¥ ok ¢ ik
:l Gerere Het Fioess: ke W e W [eermd VR i epiirell
B VG Updste dowmricades o pemit o permit of pamil of pemit
@ Macrosoft Fie ard Printe. o pemit o perml ? sk 7 ik
[5 Ang other spplcation ¥ sk 7 sk P ak 2wk

System Security

In the System Security item (left menu), Application tab (top menu) you
are able to overview a list of programs with the information on whether these
are allowed to launch other application. Again, you need to make sure all AVG
applications listed are labeled as permit to launch other applications (e.g.
updates). If not, you need to change the AVG applications’ status. To do so,
right click on every item and select the Permit option from the context menu.

-loix
Apghcon Shastirg Mg Liunching cthers Log | s | ]
1 Userinit Logon Agplication  w#f paenit ¥ ek W permit
i Windovs Enploser o pemomit aak o pemit
] Geresic Hout Process fo o et ak o permmi
] ‘windkwan Sacunly Cerler ¥ T sk i

= ==
Parit e ach ¥ ash
_] RuraDLL a2 andgp o gl atk ¥ oack
o &G 70 W peend o peemit w perm
W A0 Basic Indedace W peomit W pemit W pemmit
] "efimschowen Cionirol Pared o pel ¥ mak 4
] NTVOMESE [r sk ¥
O rui2 e stk ¥ oask
L utormate Updabs: W gt ach. ¥ as
j‘h‘:llll ¥ e ack 7oad
B windeer Command Froce .~ o pesenid i mk i oah
#l VG Conhol Center o peomit o pemmit  permd
B AV E-Msd Scarner o peamit of perit o pemit
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Confirm all changes by pressing the Apply button.

9.3. Zone Alarm Pro

With the Zone Alarm Pro you will probably need to configure the settings so that it
is allowed for the AVG Free (and its applications) to connect to the Internet
(send/receive data), and to launch other applications (to update). To configure the
Zone Alarm Pro settings, follow these steps:

a)
b)

)

GRISOFT

Run Zone Alarm Pro
Program Control

In the Program Control item (left menu), Programs tab (top menu) you are
able to overview a list of programs with the information on whether these are
allowed to connect to the Internet. In the list, verify that all AVG applications

are labeled as allowed (green confirmation mark).

If not, you need to change the AVG applications’ status. To do so, right click
on every item and select the confirmation mark from the context menu.

Pragram Central Main 7 Frograms Componoms
Treses fre progra that ALeens Served Hond &
(DWW o icdbopcoeszihe [T e Trasted nberv Trusted indemed sl
Feerriet or local netwar ol 20 Eadad Scarver o I O I I
Acoess snd Sareer ol & upats divenicacier o o 4 J J
Program G ki the & T Genare Hoat Procass e J J J | 7
permizsiones the progrsm r '
Camral e {8 remret Expiorer A B S SRS
Antrinus & ] LA Shel (Expiet Viwsion) J 7. ? 2|2
Rlarioring m;ﬁp:gms ;':|‘:"‘-""=" e S J 7 7 7
Prodection | '2N-clekig the s i T Seseder SubSyiem Ape J 7 7 T 7
the Acoess or Sarver = v Server rar gz N A
Privacy o B vrcowsWTLogonageien.. 7 7 P 7 7
D BE zone Leka Clend ? ? ? ? ?
Aestn & Logs
Eritiy Detail
Frichact nerme KV Art-Vieus Syiden =
File ronson F-'Progrem Fileg \Grino®a'G Freeangenc o Ak
Policy Macusly configured
Low pollcy by Hof applcabie [_gpwes |
W T 000 26
[ TR LR TR ] ll

ﬂ
Add a Program

For AVG Free the listed applications marked as allowed are:

o AVG E-Mail Scanner (avgemc.exe)
o AVG Update downloader (avginet.exe)

Note: AVGEMC.EXE is installed only if you use an e-mail client not directly
supported by AVG plugin; if you do, then AVGEMC.EXE was not installed.
AVGINET.EXE should be listed in ZoneAlarm so that you can download
signature and program updates.

www.grisoft.com
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If these applications are not listed, you need to add them manually. Use the
Add button to open a new dialog window where you can specify the files on
your local disk. By default, the files are located in the AVG Free Edition

program folder (C:\Program Files\Grisoft\AVG Free).

Look in: IL'f)A\-"G Free j L= |‘=_“F Ed~

2=

avgamsvr.exe
¥ avocc.exe

& avoemc.exe
“ avginet.exe
avgscan.exe
avgupdin.exe
aVgUpsVC.exe
avgvv.exe
ol avow.exe

‘ setup.exe

QOpen I
Cancel |

“

File name: I j
=

Files of type: IExec:utabIe Files " .exe:”.com;”scr)

E-mail Protection

In the E-mail Protection item (left menu), Main tab (top menu) you need to
disable the built-in inbound/outbound email protection provided by the Zone
Alarm Pro. By switching the Zone Alarm Pro implemented email verification off
you will enable the more comprehensive AVG Free email control.

I zonealarm Fro

ZINE

gy~

_~Inbeund MailSats Protection
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LR

Main |

MakSate protects your Chtbeoimed MailSal e Prodection
oAl S b Ny
sl albweeril s el
Y ORI I i On o

oot of vrusss. Mafaale & O [l el prohachon i deshisd
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vl YOur P TS
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10. FAQ and Technical Support

Should you have any problems with your AVG Free, please refer to the FAQ section
of the Grisoft website at www.grisoft.com (FAQ). Unfortunately, no technical
support is available for the AVG Anti-Virus Free Edition.
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